Ensure the
confidentiality and
privacy of your

business data in
a sovereign cloud

Traditional backup methods often leave valuable information vulnerable to threats.
The emergence of sovereign cloud backup, however, is providing businesses with

a more secure and reliable alternative. And thanks to Rainbow™ by Alcatel-Lucent
Enterprise, you can get a robust and reliable cloud communications and collaboration
platform to keep your business assets secure, compliant and always accessible.

Rainbow"

Benefits

- Data sovereignty: Keep your
sensitive data within your
company's control, ensuring
compliance with local regulations
and reducing the risk of data
breaches

-+ Data safeguarding: Utilise
encryption protocols and access
controls to protect your data
from unauthorised access

+ Regulatory compliance:

Meet the highest standards
of data protection and privacy
regulations, providing peace
of mind for your business
operations

* First Level Security Certification

Security measures

Our sovereign cloud solution
incorporates robust security
measures that extend across

all deployments, connectors

and APIs within Rainbow. These
measures ensure the highest level
of protection for your sensitive
data at every point of interaction.
Our data centres adhere to
modern ISO-27001 and SOC-
certified technologies, featuring
strict physical access controls,
continuous monitoring, and
encryption protocols to safequard
your data against unauthorised
access and cyber threats.

Compliance and
certifications

Rainbow Edge by Alcatel-Lucent
Enterprise (our flexible on-premises
private cloud option enabling unified
communications and collaboration)
holds prestigious certifications,
including the ANSSI CSPN* issued
by the French National Agency for
Information Systems Security
(ANSSI).

Rainbow is fully compliant with the
European General Data Protection
Regulation (GDPR), guaranteeing
the protection of individual privacy
and data security.

Alcatel-Lucent

Enterprise



This certification underscores our commitment to maintaining
the highest security standards and demonstrates our
dedication to data protection and integrity.

Furthermore, Rainbow complies with the highest European
security and regulatory standards, including ACN approval

in Italy, C5 certification by Germany's BSI, ENS in Spain, and
CSPN certification from France's ANSSI, ensuring robust
security, requlatory compliance, and alignment with European
digital sovereignty requirements. In addition to regulatory
compliance, Rainbow holds industry-specific certifications,
including HDS (Hosting of Sensitive Data), HIPAA (Health
Insurance Portability and Accountability Act) and FERPA
(Family Educational Rights and Privacy Act).

These certifications validate our ability to securely host sensitive data (for example, within the healthcare industry),
providing assurance to our clients and reinforcing trust in our services.

Obtaining these certifications provides several benefits for our customers:

+ Guarantees a solution that complies with best-in-class security standards required by sensitive sectors
Demonstrates a commitment to data security

+ Strengthens relationships with security-conscious clients
Promotes trusted collaborations

Ready for secure data management?

Secure your company's data with Rainbow, the Alcatel-Lucent Enterprise cloud-based team collaboration solution.
Contact us or visit our website to learn more about how Rainbow can protect your data with encryption,
automated backups and more.

Ensure compliance with regulations and enjoy peace
of mind knowing your data is secured.

Don’'t wait until it's too late!
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