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Introduction

This application note provides a guide for integrating Entra ID (formerly Azure AD)
authentication with the OmniVista 10 network management platform. It covers the
configuration process for Entra ID authentication across wired and wireless networks, using
0OV10 for managing network settings, including SSID configurations.

Entra ID, a cloud-based identity management solution, combined with the OmniVista 10
platform, optimizes and secures user authentication procedures. This integration removes
the need for on-premises authentication systems, offering a fully cloud-based and efficient
alternative. OV10 enables centralized network access management, simplifies SSID
configuration, and securely integrates with Entra ID.

Prerequisites

Entra ID and Entra ID Account: Entra ID is a cloud-based identity and access management
solution that centralizes and secures user authentication. Each Entra ID account provides
access to specific network resources.

For this project, Entra ID retrieves authorized users for Wi-Fi and wired network
authentication, facilitating seamless integration via OV10

OV10 cloud management access: OV10, or OmniVista 10, is a network management
platform that allows for the configuration and oversight of network settings, including both
wired and wireless networks.

o In this project, OV10 configures the SSID and specifies "Cloud Identity” (Entra ID) as
the authentication source, enhancing network security and user management.

Required Tools and Devices: An OV10-compatible Stellar access point and a valid Entra ID
account are required. Supported models exclude AP1101 and AP1201L/H/HL. These
elements ensure seamless SSID configuration and integration with OV10.

Important Consideration:

This integration leverages Entra ID for centralized identity management and OV10 for
cloud-based network access control, supporting both wired and wireless authentication
securely.
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For this guide, Stellar access points (excluding AP1101 and AP1201L/H/HL) are used to
demonstrate practical deployment and authentication in a controlled environment.

Use Case

Entra ID Integration with OV10 for Secure Wired and Wi-Fi Authentication:

- OmniAccess Stellar Access Points: OV10-compatible access points are used to
connect users to the wireless network.

- Entra ID: A centralized identity management platform that authenticates users and
manages secure network access through "Cloud Identity.”

- OmniVista (OmniVista Cirrus 10): The network management platform that
configures the SSID and integrates Entra ID as the authentication source, simplifying

the process of managing authorized users and enhancing security.

Fig. 1: Use Case

Network Setup

Entra ID:

The steps below are designed to gather the key information (Tenant ID, Client ID, and client

secret) required to create a Cloud Identity in OV10.
Step 1: Generate and Save the Client Secret
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The client secret is a crucial credential used for secure authentication between your
registered application and Azure services. You will need this client secret to create
the cloud identity in UPAM later in the process.

1. Access Your Account:

Log in to your Azure portal: https://portal.azure.com/

2. Navigate to App Registrations:
v" Go to Microsoft Entra ID (formerly Azure AD).

v Select App registrations from the left-hand menu.

@ Default Directory | Overview

Migrate to the converged Authentication
methods policy

My feed

‘ Try Microsoft Entra admin center ) Secure Score for Identity

= 47131%
Secure score update

Fig. 2: Access to Entra ID > App Registrations

3. Select Your Application:
v" Choose All Applications and locate your application.

v Click on your application to open its details.

§it Default Directory | App registrations  #

o Jisplay name of application (cher) 10 1o fiter these r. 7 Add fiters

n (client) 1D

Apphcat on T4 Certificates 8

b0157¢69

© curent

. App registrations

) 1dent:

Fig. 3: View of Application Registrations in Entra ID
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4. Generate the Client Secret:
v" Go to Certificates & Secrets under your application settings.
v Click on New client secret to create a new secret.
v" Copy the Value Immediately: The secret value is displayed only once. Save it

securely, as you cannot retrieve it later.

ACME | Certificates & secrets |

Client secret

Fig. 4: Create a client secret in Entra ID

Step 2: Retrieve Tenant ID and Client ID

The Tenant ID and Client ID are essential identifiers for your application in Azure AD.
These values will also be required later to configure your application for secure

access to Azure resources.

1. Access Your Application Overview:
v In the Overview tab of your application, you will find the Tenant ID and Client

Build your application with the Microsoft identity platform

@ o'« N (N
Fig. 5: Retrieve Client ID and Tenant ID for the REST API
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v' you can retrieve the domain name (Email suffix) under “Custom domain

names”

Step 3: Example of Registering an application to Connect OV10 to Entra ID for User

Authentication (I will change the title)

These steps guide you through connecting OV10 to Microsoft Entra ID for efficient
user authentication. By registering an application (or using an existing one, with a
detailed example provided), and configuring the necessary APl permissions, OV10

ensures secure authentication for Azure users.

4| Default Directory |

f

Fig. 6: Retrieve the domain name
Follow these steps to complete the registration:

1. Add an application:
v" Navigate to App registrations.
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v' Add a new application as shown in the figures below:

Home > Default Directory

g2 Default Directory | App registrations

fndpoints X Troubleshoot () Refresh 4 Download [E3 Preview features AP Got feedback?
-
@ Startng June 30th 2020 we will no longer acd any new features to Azure Active Direct ntication Library [ADAL) and Azure Active Directory Graph. We will continue to provit
need 1o be upgraded to Microsoft Authentication Library (MSAL) and Microsaft Graph, ore
K Diagnose and solve problems
v Manage
All applications ~ Owned applications  Deleted applications  Applications from personal account
& users T ————
B Grows A Start typing a display name or application (client) ID to filter these r 7 Add filters

&: External Identities

This account isn't listed as an owner of any applications in this dires

& Administrati View all applications in the directory
Delegated admin View all applications from personal account
y ¢

partners

& Roles and a

erprise applications

i App registrations
&) 1gentity ance
B Application

Custom security
9 attnbutes

v Licenses

Fig. 7: Add a new application
2. Provide API Permissions:
This step is crucial to grant OV10 the necessary permissions to securely interact with
Microsoft Entra ID
v Assign the necessary APl permissions for ACME

o ACME | API permissions

" -
& O >
T s
X . - -
O ™ ' v -
= sandr e
’ Jured pert
A tmaenc
2 . ALGACINONS e a0 ordwd 10 (ol - o o .
" ol P periissuinrs Pe Wy . .
o Aate
S >
& AN permison AR/ NIITIRR IO S N e
- -
. ¢ 3 et
& 0
- " - -t pa - . - -
-

Fig. 8: Assign the necessary AP| permissions

v" And then choose Microsoft graph to select the required permissions
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l 0 Copilot

qu

Request APl permissions

Select an API

My APIs

APls my organization uses

Commonly used Microsoft APIs

Microsoft Graph

through a single endpoint.

®

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Secunity, and Windows 10.
Access Microsoft Entra ID, Excel, Intune, Outicok/Exchange, OneDrive, OneNote, SharePoint, Planner, and more

A\, Aaure Service Management

Programmatic access to much of the
functionality available through
the Azure portal

Fig. 9: Assign the necessary APl permissions (Microsoft graph)
v Ensure the following delegated APl permissions are granted

v/ Grant admin consent for Default Directory

API / Permissions name

Type Description

\/ Microsoft Graph (9]

Admin consent requ... Status

Directory.Read Al Application Read directory data Yes @ Granted for Default Dire s+«
Group.Read Al Application Read all groups Yes @ Granted for Default Dire, +++
Application Read and write all groups Yes @ Granted for Default Dire | s+«

vider Read All Application Read identity providers Yes @ Granted for Default Dire | +++
offline_sccess Delegated  Maintain access to data you have given it access to No © Granted for Default Dire,, +=+
openid Sign users in No @ Granted for Default Dire, +++
profile Delegated  View users’ basic profile No @ Granted for Default Dire |+«
User.Read Delegated  Sign in and read user profile No © Granted for Default Dire |, ++
User.ReadBasic All Application Read all users’ basic profiles Yes @ Granted for Default Dire | +++

Fig. 10: delegated API

v" Verify Authentication with a REST API To verify that authentication is
functioning correctly, we can use a REST API application for confirmation.

v" Copy the URL <your application> = <endpoints> - OAuth 2.0 token
endpoint (v2)

Micraseft Azure

P search

Overview

Quickstart

A Integration sssistant

Diagnose and solve groblems

Manage

= randing & properties

D Authentication
Cortificates & secrets

11! Token configuration

<+ AP pemiissions

@ Expese an ap)

L App rcles

2 Gwrers

&, Roles and administrators
B manifest

“ Sugport + Troubleshooting

& Wew support request

5 Search 1esourcss, services, and docs (G+/)

I

il Delete 3] prediew festures

A Essentlals
Display name ACME
Application icient) 1D : f5197bed-73df-acee-b7b3-3c3baasofbes
Object 1D + BbO3ATL-BbOH-4609-a243-E5adf 1 bben!
Dieclory (tensnt] ID  bba1b5ef-5178-4017-9326-288950b6621b
Supported * types : Multigle organizations
@ searting Aune 30ch, 2020 we wil na 2 i ion Libeary (ADAL) snd Azure Act
Applications wil need to be upgraded ko Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam mare

A\ Sacing November th o

cansent 1o newsy without verified p

GetStarted  Documentation

Build your application with

The Microsoft identity platform is an authentication service, open-source libraries, and i
access and protect APis, and add sign

*® a" =
LR

Call APIs

Buikd more powertul apps with rich user and
business data from Microsoft services and your own
company's data sources.

View AP parmissions

)|

Sign in users in 5

Use our SOKS o sign
stegs. Use the quickst
app, 5P, or daemon

Fig. 11: URL To verify the authentication
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Authority URL (Accounts in this organizations! directory o)

| https:/Aaginmicrosafionline.comyorganizations ]

Auliwority URL {Accounts in any organizational directory)

| htps:itoginmicrasaftonine.comicrganizations ]
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v' Execute an API to Validate Credentials

7 htps:/flogin 4516-4ab2-9ccd- ONoken

Params » aoers (8 . Cookies

Pretty R Preview Vsiae JSON v

Fig. 12: Execute an API to Validate Credentials

If everything is working up to this point, you can now proceed to create Cloud Identity in
UPAM.

Creation of cloud identity on UPAM:

1.
2.
3.
4,

Navigate to Network Access in OV10 interface.
Go to UPAM - NAC and select External Source.
Choose Cloud Identity from the options.

Click on Create a Cloud Identity to proceed.

‘Grganization: ALE o} o Lo
Eremal Source
+ @ O W &
1 iwentary Server Name T Provider T Chent I T Clent Secrst T Actions
ACME Mic PNS0 - pAX 0smiTAC 34 AL BKG 1 hifvm-MNLaLid I ]
T Wireless
ACME_Corp Mcrosot e B S B - T
alatsstaby Nacrosoft Entes BD (Asure B1S7cE9.5359. 4794 8059 3back 1281315 KRB0 InCHGQIIN358F1SEq. Tip2sqSmikol b D nE
Showing 1+ 3 of 3 records o
-
La Metwork
* Location
AN Alerts.
22 blagnostic Tools.
ORGANIZATION
= 5
Acatel-Lucant Enters

dosck  Anaut

Fig. 13: Creation of cloud identity on UPAM 1
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5. Enter the retrieved values as explained in section | in step 1 and 2, and this will
successfully create your authentication source.

Organization: ALE O ° LO

reate Cloud Identity

Create Cloud Identity Retrieve from the Entra ID
account as specified in the

- " following documentation
Basic Information

Server Name * Provider *

ACME_Corp Microsoft Entra ID (Azure) v
ClientID * } @l

1234567890 1234567

123455 @linaouali547 @gmail.onmicrosoft.com

Entra ID access

ca"cel

Fig. 14: Creation of cloud identity on UPAM 2

Wired Connection Setup:

The following steps outline the process for configuring Entra ID authentication in a wired

network environment with OV10:

1. Configuring an AAA Server Profile:

Al(ate|~Lu(ent@ ¢ Organization: ALE
Ercerprse

AAA Server Profile
8¢ pashboard v atsh

AAA Server Profile List
CONFIGURE

| Inventory

AAA Server Profile = AuthServer. 802.1X Primary 1S AuthServer. Captive Portal Primary =
= Wireless _SOLLAB_2.0 AD AD
25 LAN _ Network_Employee_TEST UPAMRadiusServer UPAMRadiusServer

_ACMECorp UPAMRadiusServer UPAMRadiusServer
£3 Network Access

UPAMRadiusServer UPAMRadiusServer
« Unified Access

+ Access Auth Profil
o s UPAMRadiusServer

* Auth Servers
* AAA Server Profile

+ Groups
« Access Role Profiles

* UPAM - NAC
+ Unified Policies

« Accounts
+ Unified Policies List

MONITOR * loT Categorization

Fig. 15: Configuring an AAA Server Profile 1
e Choose the primary authentication server: UPAMRadiusServer AND use it

for: 802.1X, MAC and Captive Portal
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e Select Primary Accounting Server: UPAMRadiusServer AND use it for:
802.1X, MAC and Captive Portal

Basic Settings

Profile Name *

#
Select Primary Authentication S
e Primeny Ruthentication server Use this Authentication Server for
Select P A ting Se
et Primary Aceaunting sener Use this Accounting Server for

Fig. 16: Configuring an AAA Server Profile 2

e MAC as the Calling Station ID type option for 802.1X, MAC, and Captive

Portal authentication is selected by default.

802.1X Authentication Options

Re-Auth. Timeout Trust RADIUS Status

Re-Auth. Timeout Status Re-Auth. Timeout Interval
=2 s
Accounting Interim Trust RADIUS Status Accounting Interim Interval
600 s
Syslog Accounting Server IP Address Syslog Accounting Server UDP Port
4

Calling Station ID Type

MAC

Fig. 17: Configuring an AAA Server Profile 3
2. Access Auth Profile Configuration:

a. Step 1:
e Choose your AAA server profile that you created in the previous setup

AND enable the 802.1X Authentication.

Edit Access Auth Profile

n Step 1 = Step 2 > Step 3

Basic Information

Profile Name *

r

MAC Authentication

B02.1X Authentication

Bypass Status

AAA Server Profile *

ace O i | oo s serer -

Fig. 18: Access Auth Profile Configuration 1
¢ And define your Default Access Role: (ex: ACME-Employee) In which you

have the ability to create in

Network Access = Unified Access = Access Role Profile
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= No Auth/Failure/Alternate

Trust Tag
Access Classification

Bypass VLAN

BOZ1X Pass Alt. Role

Create Access Role Profile -
Default Access Role *

[T an-
You can click here to

create an Access

Fig. 19: Access Auth Profile Configuration 2

Role Profile

b. Step 2:
¢ In the second setup, select your device assignment.

- St a Step 2 ) Step 3

o Device Assignment Group Assignment

1 selected Select Al Unselect Al

72.26.11.4 [QOBMNTORI X

Select devices m T <
Friendly Name. T label = 1Pv4 Address (Reported by Device) = MAC Address = IPv6 Address (Reported by Device) T Adi.
(OOBMNTOR) ToR  oOIMN
JOBMNCORE) CORE QOBMN HH
- v |- 2er2rmomn o

m conest -]

Fig. 20: Access Auth Profile Configuration 3

c. Step 3:
e Please select the appropriate port for the wired connection to ensure

proper access authentication configuration.

Edit Access Auth Profile

t t Step 3
‘/ 7 n A

Ports

Ports: 102
Port Type: VLAN_PORT

= e ]

Fig. 21: Access Auth Profile Configuration 4
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3. Access Policy Configuration:
e Choose a name for the access policy you want to create, and the

precedence defaults to 1.

Basic Information

Pollcy Hame Pracecence
ACMI_wired

Fig. 22: Access Policy Configuration 1
e Mapping Condition:

v' Attribute: Network Type

v' Operator: Equal

v" Value: wired

Mapping Condition

Aatriute * Operator * Value *

Equal Wired

Add Cendition

Fig. 24: Mapping Condition of Access Policy
e Authentication Method:

Mapping Condition

Adtriute * Cpevater * Value *

Equal Wired

Ade Condition

Fig. 25: Authentication Method 1

v Allowed methods: EAP-TTLS

Authentication Method

Allow All EAPS Allowed methods

Fig. 26: Authentication Method 2

e Authentication Strategy:
v" Authentication Source : Cloud Identity and choose your cloud
identity created.

Authentication Strategy
Authentication Source

None Local Database External RADIUS server o Cloud Identity

Cloud Identity

ACME_Corp v Create Cloud Identity ~

Fig. 26: Authentication Strategy

4. Let’s test the connection:

1- Connect your computer to the switch port you previously defined.
2- In the Network — Ethernet tab on your computer, click Connect.
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3- Enter your credentials (an initial login is required, along with a password
reset).
Reminder: During your first login to your Microsoft account, a password
reset is mandatory.

Fig. 27: test connection

We are now connected, as confirmed in the logs for OV10 and Entra ID.

W Windows Security

Sign in

User name

Pser name

Password

Password

Domain:

Network & internet > Ethernet

g corp.local

Connected, signed in

& Gethelp

&' Give feedback

Fig. 28: Successful Connection

A- InOQV
Authentication Record Information
Basic
BCBC
Device Type: Employee
Usemame: ananymous.
Authentication Result: SUCCESSFUL
Reject Reasan:
Session Start: Feb 26, 2025 10:50:41 am
Sassian Stop: Feb 26, 2025 1053412 am
Sessian Time: 2Min 315
Account Terminate Cause:  Port-Error

Fig. 29: Logs on OV10

Application Note

100.64.65.41.26/02/2025_09:50
:40_BcBcaaeScaod

100.64,65.41_26/02/2025_09:50
:40_ScBcaseSc30d

8021%

EAP-TTLS
Cloud-identity
Wired
100.64.65.41
100.84.65.41

T8:24:58:0F63:AF

ACME_WIRED

ACME_Employee

Enforcement Policy

Sarvica Type: Framed-User
Access Device SSID:
Port Desc: CluslerMGT_Hostymnica
NAS ID: OOBMNTOR
MAS Port D e
MAS Port Type: wired
MAS Port: 1002
Framed MTU: 1400
Alcatel Device Name: OOBMNTOR

D!
Authentication Metnod: EAP-TTLS

tion: i AB

Alcatel Acoess Paint Group:
Slot Part:
‘Roaming Information:

Ciose
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B- InEntra ID,

Activity Details: Sign-ins
1| Sign-in logs  #

. Location  Deviceinfo  Authentication Details  Conditional Access  Report-only
L Download ~ Export Data Settings ¥ Troubleshoot () Refresh Columns | /7 Got feedback?
272602025, T2 I3 PM BOOUCICH-BY30-4043-91, . employee aCmE Success Date 2262025, 1050:41 AM
2/26/2025,121553PM  6a8cfaed-T1db-4db2-a.. employee AcME Success Request ID cfS853be-4c07-492b-5d50-6M1 3431101
2/26/2025,12:1526 PM  3d0843e6-f6dc-46eS-ad... employee ACME Success Comelation 1D B4072325-96a0-424b-befa- 10569¢34ddad
/2025,12:13:18PM  1457150d-445b-4829-33... employee ACME Success Authentication requirement  Single-factor authentication
2/26/2025,1209:38PM  TBa67800-a312-dac6-b. employee ACME Success Status Success
2/26/2025, 120708 PM  a0b7645e-fici-dasb-ad.. emplayes ACME Success Continuous access evaluation  No
2/26/2025. 120127 PM  47953379-0485-4c3-b1... employee ACME Success
Follow these steps:
2/26/2025, 115145 AM  29¢bddb3-2660-4660-B.. employee ACME Success
Troubleshoot Event Launch the Sign-in Diagnostic.
2/26/2025, 11:3&13 AM 1189f123-3215-45%8-b0... employee ACME Success
1. Review the diagnasis and act on suggested fires

2/26/2025, 11:3439 AM  d353681c-5407-4b13-B3.. employee ACME Success
2/26/2025, 10:54:00 AM  f6bSe2ee-2661-dbGb-af.. employee ACME Success User employee
2/26/2025, 105041 AM  cf5858be-4c97-492b-8d... employes ACME Success Usemame employee@ousiinaszgmallonmicrasoft.oom
2/26/2005, 10:48:39 AM  8310076f-cf62-49¢3-37... emplaoyee Microsoft Account Cont... Success Vserio 21100310-92b1-4150-97ac-De6e27 101218
2/26/2005, 104839 AM  fa04cTch-b3a7-418b-b3... employee Microsoft Account Cont... Success Signrin identifier employee@aualiinaszgmailenmicrosaftcom
2/26/2025, 10:48:39 AM  292812c4-cc17-4710-b4... employee Microsoft Account Cont...  Success Session 1D 00228409-5693-a5e8-1c16-e21 b9250d 3t
2/26/2025, 10:48:35 AM  387096ec-7293-4766-0... employee My Profile Success App owmer lenant [ bbaibSef-5176-4017-9326-22995006d21b
AAE/R025, AT A eaOca TR ereplayes PR — Resource owner tenant ID fBcdefa1-a3le-dbda-03ed-5657 1691255
2/26/2025, 10:45:57 AM  4bdB13bd-1f3f-4ae6-B4.. employee AMC PROD Intermupted User type Member
3/26/2005, 10:43:54 AM  ddbeedd-d73c-4/00-8.. employee ACME Interrupted Cross tenant access type Mone
2/26/2025, 103753 &M d40e5dcH-2304-4ic-b7..  employes ACME Failure Application ACME
2/26/2025, 102242 AM  a7953379-0485-41c3-b1... employee ACME Failure Application D 75197be4-73df-4cee-b7b3-3c3baa80bCS
2/26/2025, 10112245 AM  3b4b580a-04cd-de67-5.. employee ACME Failure flesource Microsolt Graph

-C000-000000000000

/2025, 10:12:09 AM  3d18e1d1-a398-4a%-9... employee ACME Failure Resource 10 00000008-0000-0000-c000

2/26/2025, 95812 AM  0261case-fS95-4920-92.. lina ouali Azure Portal Success Resource tenant 10 Dba1bSel-3178-4017-9326-2009506842 15

Home tenant ID bbalbSef-5178-40f7-9326-239050b6d2 10

Fig. 30: Logs on Entra ID

Configure SSID on OV10:

How to create a new SSID?

From the main menu, select Wireless > SSIDs. This will direct you to the SSID management

page, where you can view and configure your SSIDs.

On the SSIDs management page, click the Create SSID button to begin creating a new SSID.
This action will open the "Add new SSID" window.

Organization: ALE (o}
SSIDs
®= Dashboard
ssiDs List o
L Inventory
Name SOLLAB.2.0 loT SOLLAB2.0_GUEST SOLLAB.2.0 v TEST.C
ssip SOLLAB_20 _loT SOLLAB_2.0_GUEST SOLLAB.20 TEST_OPEN
Usage Protected Network (Pre-Share. Guest Network (Open or Capti. Entorprise Network for Employ. Guaest Netw
Security Level Personal Open Enterprise Open
Portal Type No No No No
Assigned Devices Iutions Lab: defau ! se ! at Iutions L
. wips Guest Portal No No No No
BYOD Registration Portal No No No No
= adacee SSID Status ENABLED DISABLED ENABLED ENABLED
« Data VPN Settings Encryption Type WPA3_SAE_AES WPA3_AES
802.1X Bypass DISABLED DISABLED DISABLED DISABLED
‘nﬁ LAN Allowed Band 2.4 GHz, 5 GHz, 6 GHz 2.4 GHz, 5 GHz 2.4 GHz, 5 GHz, 6 GHz 24GHz, 5
Q Network Access Enhanced Open DISABLED DISABLED DISABLED DISABLED
MAC Allow EAP PASS
MAC Authentication DISABLED DISABLED DISABLED DISABLED
MONITOR
Device Specific PSK
1& Network Private Group PSK DISABLED - .
Dynamic Private Group PSK DISABLED DISABLED DISABLED DISABLED
Dynamic VLAN selection Priority AR over VLAN-ID Priority ARP over VLAN-ID Priority ARP over VLAN-ID Priority ARF

#® Location

Fig. 31: Create SSID

Step 1

1. Profile Name: A unique name to identify a wireless service, with multiple

Protected Management Frame
RADIUS Server

Required

services able to share the same profile name.

Application Note
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2. SSID: Unique SSID name broadcasted in the air.

3. Usage: In SSID usage, select "Enterprise network for employees (802.1X)".

Alcatel-Lucent 0

Organization: ALE

Create SSID

8 Dashboard

CONFIGURE

n Step1

| Inventory
Basic Information

= Wireless
. Profile Name *

’ ACME_Corp

Usage

Enterprise Network for Employees (802.1X)

Encryption Type
WPA3_AES
a5 LAN
802X Bypass
£} Network Access J
MONITOR
MAC Allow EAP

|a Network

Dynamic VLAN selection
#& Location

Fig. 32: Create SSID - Usage

Step 2

Priority ARP over VLAN-ID ) Priority VLAN-ID over ARP

Step 3

ssio*

2 ACME_Corp

Enable BYOD Registration

Allowed Band

@ 2:0m: 5GHz 6 GHz

MAC Authentication

4. Authentication Strategy: RADIUS Server: UPAMRadiusServer

5. Authentication Strategy->Access Policy: Choose configure access policy.

[E Authentication Strategy

RADIUS Server

) Authentication Strategy - Access Policy

© configure Access Policy Choose Existing Access Policy

s as a distinct Access Policy Profile, for reuse

Basic Information

Policy Name Precedence

1

Mapping Condition

Attribute Name Operator Value

ssip Equals ACME_Corp

+ Add More Conditions

Authentication Strategy

Authentication Method
Allow All EAPS ﬁ )

Fig. 33: Authentication Strategy
6. Authentication Source:

v" Cloud Identity.
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v' Select the Cloud Identity you created.

Organization: ALE
Customize SSID

+ AGd More Conaitions

Asow A EAPS Asowed methods

Fig. 34: Authentication Source - Cloud Identity

7. In the Default VLAN/Network section, select "Configure Access
Attributes”.

8. click “Next”

Role

o s Q) " Orgurcstion: ALE = @ Lo
Create SSID
® Dashboard i

O«

Profie Narrs

= Wircless

ACLIODS
"
intng Gardan

Wrelezs Client Social Login Vendor Alow List Domains

& LAN

- » Se s For fau AN W
3} Network Aocess Bl More Settings For Default VLAN/Netwark
wOnTan

& Detailed SSID Settings

La Netwark

# Locution

R m

cdbook  About  Froo Open Source Sottwaro 1240 AkateLycans Serprise

Fig. 35: Configure Access Role Attribute

Step 2:
Apply the SSID to one site:

Select your ‘site’ and all the ‘AP groups’ you want, then click "Next".

= 3 Stepd

iz n

Fig. 36: Create SSID - Step 2
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Step 3:
Schedule and VLAN mappings:

- Select your ‘VLAN’ (tagged/untagged). And click create.

Organization: ALE oD Lo

Create SSID

Schedule VLAN/Turnel Mapping

@A i Selected Stes and AP Oroups

Fig. 37: Create SSID - Step 3- VLAN

- If you have completed the steps up to this point, your SSID has been successfully

created. You can now proceed to test the connection.

lll. Connection Testing

Example of Client-Side Configuration:

v If the user has recently been added to your organization, they must perform an
initial login to their Microsoft account
- Access this site to log in to your account:

https://login.microsoftonline.com/

- Change your password

BY Microsoft

admin@linaouali547gmail.onmicrosoft.com

. . . . Update your password
If this is your first login, you may peate yOurp

You need to update your password because this is
the first time you are signing in, or because your

see this window after entering pessword hesxpired,

your username and temporary Curene passivard

password.

Fig. 38: Change your password in first login
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v If not, enter your account username and password, and you will be connected to
Wi-Fi.

)

ACMECorp
Connecting

Enter your user name and password
[} Use my Windows user account

employee2

Connect using a certificate

K Cancel

73 ACMECorp (0]
Connected, secured

Disconnect

Fig. 39: Successful Connection

v' To view the authentication logs, go to: Network — Access
Records — Authentication Record.

v' It can be seen in the logs that the user was authenticated
using EAP-TTLS.

Authentication Record Information

Basic Basic Enforcement Policy

Device MAC: 64:BC:58:E7:84:A7 Authentication Method: EAP-TTLS Service Type: Framed-User
Device Type: Employee Auth Resource: Cloud-identity Access Device SSID: ACMECorp
Username: employee2 Network Type: Wireless Port Desc: ACMECorp
Authentication Result: SUCCESSFUL NAS IP Address: 192.168.201.56 NAS ID: ACMECorp
Reject Reason: NAS Source IP Address: 100.64.64.63 NAS Port ID: wifi-56
Session Start: Dec 30, 2024 4:35:08 pm NAS Device MAC: DC:08:56:00:20:80 NAS Port Type Wireless
Session Stop: Dec 30, 2024 4:37:13 pm SSID: ACMECorp NAS Port: 3

Session Time: 2Min Ss Access Policy: ACMECorp Framed MTU: 1400
Account Terminate Cause: User-Request Web Access Policy: Alcatel Device MAC: DC:08:56:00:2D:80
Account Session ID: 192.168.201.56_30/12/2024 16:3 Final Access Role Profile: ACMECorp Alcatel Device Name: AP1231L

Account Muiti Session ID:

Authentication Type:

4:36_64bc58e784a7

192.168.201.56_30/12/2024_16:3

4:36_64bc58e784a7

802X

Fig. 40: Logs on OV10

Called Station ID:

Authentication Method:

Alcatel Device Location:

Alcatel Access Point Group:

Slot Port:

Roaming Information:

DC0856002DBO:ACMECorp

EAP-TTLS

2c:fa:a2:92:62:811/1/3

AP1231_TEST

Close
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Conclusion

In this application note, we have provided a comprehensive approach to integrating Entra
ID, a cloud-based identity management solution, with the OV10 platform, a robust enterprise
network management solution, for secure authentication across wired and Wi-Fi networks.
By leveraging Entra ID’s centralized identity management capabilities and OV10’s network
configuration tools, organizations can streamline access management, enhance security, and

eliminate the complexities associated with on-premises authentication systems.

Key takeaways from this integration include:

v Centralization and Efficiency: Simplified user management through a cloud-based

integration.

v' Enhanced Security: Improved network protection through modern protocols and

optimized configurations.

v Fully Cloud-Based Solution: Improved operational efficiency and cost-effectiveness

by reducing the need for physical infrastructure and enabling seamless remote

management.

By implementing the steps detailed in this guide, enterprises can optimize network
authentication processes, enhance security, and provide a user-friendly experience. This
integration highlights the synergy between cloud identity management and enterprise

network management tools to meet evolving connectivity and security needs.
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