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ADDoS Attack has been detected on A Spanning Tree issue has been A network storm has been detected
OmniSwitch OS6860A/172.25.159.150 detected on OmniSwitch OS6860E-P24 on OmniSwitch6865-A/172.25.159.150
Port 1/1/22 Building7/172.125.159.150. 11152
- Storm type: broadcast

A network loop has been detected
on OmniSwitch 6865/A
172.25.159.150-Linkagg 2 Spanning Tree is running per-vian mode

Do ek :7 el but disabled vian(s)-68-73. We recommend to disable the port

Address: 158.42. T | DisablePort |
Do hakS deh MAC A Y We recommend enabling STP on this

S R  N— < —
Collect logs We recommend blocking the MAC Address | Enablesr | ] Remember my decision aboy

@vawnswvn Remember my de bove
@ ORGANIZE . Port 1/1/52 has been disabled to

° Stephan Robb.
J temporarily remediate to the Network

ORITE Custom anomaly «Disconnections» has been
detected on device
OS3860-P24-Building7/17225.153.15

" We recommend I frem the device
We recommend to disable €col 'd to collect logs frcm the device
Linkagg 2 until the loop is fixed

[oiabe inkags | ignore

Remember my decision

ALE Networ Spanning Tree has been enabled on
Laurent Burton Logs related to «Disconnections» detected on @ Vian(s) 6873 to fix the STP configuration Strorm detected on OmniSwitch
Linkagg 2 has been temporarily device OS6860F-P24-Building?/172.25.159.15 s As an alternative, you can choose to issue detected on OmniSwitch s
disabled to remediate to the have been collected. LAl disable the switch’s port 0S6860E-P24_ Building7/172.25.159.150. )
network loop e Samuel Chapman Laurent Bur We have collected remediation
s have been saved to E We have collected remediation commands execution outputs and

@ Vi anks arllog/netad/attachments/ mmands execution outputs and additional logs to ease further analysis.
Y 20 . 230123_0S6860E-P24Bulding7_ 0 Victor Hank additional logs from the switch to ease
ReTediation Commands Q@ o disconnections.log : Attacking device's MAC Address has further analysis. These logs have been saved to /var/
0 jack Chun 0 temporarily remediate g v
execution outputs and > @ Jack Chung been blocked to temporarily remediat log/netadv/attachments/20221207.

“ 4 to the DDOS issue. These logs are saved to var/log/netadv/ 103211_056865-A_network_storm.log
@ Daniela Moreno. attachments/20221207_102348_
Q i We have collected remediation 0S6860E-P24._Building spanning tree.log
Petar Nowakowski " commands execution outputs. These
Q logs have been saved to var/log/
netadv/attachments/20221207.
103124_0S6860A_ddos.log

additional logs from the switch
have been collected to ease further
analysis
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