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1. RTAENIERE

A ETEEBR/RRAFEIAEIE(E (ALE) B9\ S EERERZE P IER/RR45EFIT OmniVista® 47 —35kH
BHIIFEIESR (UPAM), B335 Palo Alto Networks (PAN) F—{URA A IERIAF ID IHREERL, SEIEEEW
4&1518) (ZTNA) thiE, @TZMENAEAZE, SSIET LAN /3% WLAN &SP IIERA P S Eth eI G
RIS 4EF) FB PAN [5 AN EE 1T B9 I0E, OmniVista UPAM B] A S5 AIEL 2R, BYEFP IS SHEER
S BMIEACEE, MEan ik, SSUERENREZHFHRAZERDEE, MEAEKCR. IREMN
BUEDHT,

2. FFEE

EEZHXETR, “EEOLRETEER: "WEAPRIAZEE, MIMNRPUARZEE. A
B, ZEIATAFENREAZNEMEIRN. EEBSNERNMEEN (IoT) FBRBNRE, X EE898H
SEATEEN, f2, BFIRE (BYOD) Al R MET NARNM, MEXNIRE P EFENERE
FHRARLER, BEERWAPBIREEFEZZRMN.

NENZEEBHR"TEE DLTCAPIREERIIME, KIAEEEHIREEHTRIE. SHIWIER
FEEEAOZO.. BZ2UNZRIG, MBITEAR (2. AR) BEEOE-HEMEREFR. i
T, SEERNSEMNEREEERPRENLRFRIES M EHITH. W, BTFSNRIEETEE
SENRONERRE, T—RAEESMEIRBES 7D .

3. &7 Palo Alto Networks FHF ID

FEF ID 22 Palo Alto Networks (PAN) B5AdE ER9—IIAMETNRE, {EBH AIERETSF] B EME BFEENRAIRS B
F. TEBFPNSHIT/SAEMmMULEER IP i, REE—TEMBEN, MIEENATFEESEZRNE
F/aeihaiAR/aSER (RENREREN) B IR EREA A LI H LI EBM RIS IS, KEE
BEISIARFPEMEARMANNE P i kiEa AFicHE. IRSFMEGE. EXAF ID IEENEZERE, B
2] Palo Alto Networks (93C4Y.

4. XFF/RK45E8AIF OmniVista UPAM

OmniVista (IS —RBSHRNIEERZ TR —RNEETS, E@FE/RRIFEAN OmniSwitch® BAKAZ#A
FNPI/RK4FEAT OmniAccess® Stellar # A . UPAM B3FE (717 H RADIUS fRE28, AU ZFEHIR
IERE, 0 MAC BHIIE. 802.1x SHRWIEMNEREITF SMIIE. AP TARYTE UPAM AR ES S D
#IRE (B33F Microsoft Active Directory. LDAP F171ZB8 RADIUS) #1T5H30IE. UPAM WA ERIEREIIF R
PUBIT BB FHRE. fS2EMAREM (BI20 Facebook, &R, {50 Rainbow) #HITEMMEIIERE, NHE
MBE®%E (BYOD) B LR IEMNEHIIERES,

5. FAfI

NFELMTERF, TEAMMAL): 1 (AD) IREMEHig%E (BYOD) sSiBNiRE . MFEiIRE,
BNt EiCA BN ER AR/, OmniVista i—RER S INIEETIERS (UPAM) FIDU S D IRIERRLE AD 3R
W17, BIEEREAD LEM, MAZE UPAM L&, KRIEFAZH—FTIFMHIRIARX—MA6, BXET AD
MEMNEZIFMESR, 15ZH Palo Alto Networks (14,

[ F35%RA
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1. &£7F AD BI&AL

AD/NPAS 192.168.10.1: Joe, 11555 °
0 . 192.168.20.1: Jane, HiHER °
— P > -
=S =
BEBW
RADIUS | LDAP
o P — 4 42 4 A& aEa &
Il I = E BE = =
m Il I Nl .
= [ BN BN BN BN B
MAC/802.1x/CP 0V2500/UPAM MAC/802.1x/CP
BB
553 TipEd
- VVLAN QoS
VACL
UNP: 5538 UNP: H11558
=060 =050
Joe Jane
1558 TiHE
IP: 192.168.10.1 IP: 192.168.20.1

FEAERER, BARESNBEMAEG, EF BYOD 5 loT irEEZIRYE UPAM EUEEIATTH M IIESA
IEZISMER RADIUS EU3EE  (NEJ4E Microsoft [ZSSRERFIIZAARSSEL NPAS) #HATHMIIE, FANRLEIRER
RERNS AD KPP REX, XA TEMR, MR AR, AXEEENBXMAE], EAFE OmniVista
UPAM EE#&EM.

2: BETRAFASHEM

Ext RADIUS (®i%) .
< L[]
= p— =
192.168.10.1: BTGk I

192.168.20.1: ¥PEXMEREEE BB

802.1x/MAC

802.1x/MAC

0V2500/UPAM

BB BEEX M

fERkES
™ VVLAN vQoS
VACL
g

UNP: WK 1 Jskst

? UNP: P Bk 45443k

6. HLikl

BxlE, BAYTEREMEBET MAC 3 802.1x TAIEIRIE UPAM RADIUS 1T B0 301E, UPAM 355430 1EF]
ITEREMIEEE] PAN AB R A ASIEWER, PAN BHAIE FEN T —PMRTTEILSE, BFAMXLY S DS
BEFE., X UPAM AN —ERZAATEE A, 1528 TEORBE,

[z FAi5 AR
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3: UPAM RETABICR A

<14>Mar 30 18:26:27 localhost

{"APMAC":"EBET732A48A23" "acctSessionld":"ESE732A48A230003E6ABFB74","authType":"MAC",
"changeType":"Access","devicelP":"","deviceMac":."0003E6AGFB74", "filter|d":
"IOT_STB","time";"2020-03-30 18:26:27","username";"0003E6AGFB74"}

<14>Mar 30 18:26:27 localhost
{"APMAC":"EBE732A48A23","acctSessionld":"192.168.114.22_03/30/2020
18:26:27_0003e6a6fb74","authType":"MAC","changeType":"Accounting","devicelP":
"10.211.5.51","deviceMac":"0003E6ABFB74" "filterld":"IOT_STB","time":"2020-03-30
18:26:27","username™:"0003E6ABFB74"}

<14>Mar 30 18:26:13 localhost

{"APMAC":"EBE732A48A23" "acctSessionld":"192.168.114.22_03/30/2020
18:19:10_0003e6a6fb74","authType":"MAC","changeType":"Disconnect","devicelP":
"10.211.5.51","deviceMac":"0003E6ABFB74" "filterld":"IOT_STB","time":"2020-03-30
18:26:12","username™:"0003EGABFB74"}

AR BB IXLEH B P —EiE X F L
APMAC: The RADIUS NAS (ZZ#4/l33E A\ =) MAC ik,
authType: Lt FERIEE S IOUEHLE] (5120 MAC 5 802.1x TAIE) .

changeType AIE" Access (BEN) 7, RREMIIEMTY, “Accounting (1128) "FREHIA RADIUS it
RIS, “Disconnect (WiFFiZEiR) T/ WihEZREMH.

i%% IP (devicelP) : RiHI%EAY IP ik,

iiHik2E ID (filterID) : filter ID 3R/ uNP (B MEECENH) L ARP (BEANAEEEXH) , BHMEDE
EllXEEIE’]%@

BF& (username) : HZEX, MERFE. A MACIAER, BFRBRZRIRREN MAC ik,

BAVEREASEEN L AE:

o BHMISHATEREZISEMN IP thit, 8127 “Accounting (3128) "#1“Disconnect (HiFF&EHRE) "HEMR,
BEEAEEE Access (IEN) "BEER., XERE @I DHCP REX IP thitFHE—ERARY(E), mBEW ST
TEMHRILE,

o Ak, BT SMKIEINEESN, KFEEFF RADIUS IGATITZRINEE,

« RE—ASRH u%ﬂﬁ@ﬂ%ﬁ(ﬁ:—ﬂ/{rﬁﬁ?ﬁ)ﬁki ENEABERGHER. FHA1ER “Accounting (1
R]”) TEECIEMREE, ANXERESMBNEREFE (8% IP. AP A&M/iFE:S ID) MEEERE, HA)

To3E R “Disconnect (BT FF&EHE) ”5‘%%@3%%& . B, BPMFEEASIIBIMEAETHE., WRE
FAF 1D 8BRS (ZRIAR 45 559) ?UEUZEU%H&@U“VF%”E%, MAFBHEEHE.
« [, RADIUS I[&RTIT 2R BIfBALIRE TR ID BEATE,

[ F35%RA
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7. EFELR
A2 OmniVista/UPAM F] PAN [ N IEFRE R EH BITHE,

OmniVista UPAM

1. EE AAMEEXH, ATIRIE UPAM #1417 802.1x/MAC IAIE

2. FECE UPAM I\ SREEFI B HIIETRAES

3. EcE UPAM, BN RSIHRICRETEE] PAN [ AGE

4. 53 MAC/M802.1x IAIEFE UPAM R BIIEEIE N\ BTN ECE X4

PAN Bj X5

1. EAMEHAEXEFABAF ID

2. EERONBEEEXF EBA UDP R4 HEKITINEE
3. 5 UPAM HEBIE RS B MITE B S
4. EERZGHERSHRIE
5. BEEEF IDBHAERE
6. IIERF ID BRSY
7. BIEAF ID 5K

8. OmniVista: ECE AAA BCE X4

£ OmniVista 5@, # A “Unified Access (4i—1%A\) ->Template (#£4R) ->AAA Server Profile (AAA IR
BEEXH) 7, RE+,

BIE— TR AAA BRSS2RECE UM, 60 UPAM Radius BRSS281H4TEMINIERITER, BIEAENSHRIES
% (802.1x. MAC HERITF) HATX—IRIF. TENRAINERT 802.1x fl MAC, EAMEKNIZRERE
MERERIP SMRIL,

41 AMA RS=S[ECEX—S M IIE

Authentication Servers

802.1X

802.1X Primary UPAMRadiusServer
Secondary

Tertiary

Quaternary

Captive Portal

Captive Portal Primary
Secondary

Tertiary

Quaternary

MAC

MAC Primary UPAMRadiusServer
Secondary

Tertiary

Quaternary

Accounting Servers

Advanced Settings (Optional)

[z FAi5 AR
OmniVista UPAM #1 Palo Alto Networks FiF ID REEM % 1H0) (ZTNA) WhE R A% AE 6



5: AAA IRSSZRECE N MH—1t#R

Accounting Servers

802.1X

802.1X Primary UPAMRadiusServer
Secondary

Tertiary

Quaternary

Captive Portal

Captive Portal Primary
Secondary

Tertiary

Quaternary

MAC

MAC Primary UPAMRadiusServer
Secondary

Tertiary

Quaternary

Advanced Settings (Optional)

AR AFEE IRBT T 2R [B)FR (RAIAJ9 600 #) , thPIDAME(E RADIUS ARS583 (UPAM SioMERARSS2R) 1RERY
&A1+ 2R B0, {EAZNFE RADIUS HER““J:EEEQ IS T 2R ER, ERZEHIBR T, SHRIEMINETX
RIEME—FITFRHEBEERE P tll, FARVFHAERIB, ., AMAEEMBERT, ®E PR E
HIAESE M HEENITTRERTR., EXMERT, REBENIGNERESEUEE B A E LEHRE
R

FoILImAY I 22 B2 RADIUS IRSS=3EERIEETE AAA IRSBBRECEXH LIRER), #OIURTBHIALE LI
BB SMIIERRETE, FIMER 45 28, BOARER 600 ¥, FIUREX—ZK,

N \
mHY s

ERIRE (HIEE)

RBIIEIRADIUSKS E
BB
SEENAR | o o v -
FEUEHRS
FiEwhEEER 0 L2 PN
IR EBEERADIUS S ECT
D SER 600 By v

Syslogit# B BUDPEO 514 v oA

FUEIDER

[z FAi5 AR
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7: 802.1x IIRAIT & (B)fR

802.1X

WM RADIUSEA =T
TSN BER
pL i) 360 P

BT RADIUSHE B

it AR 600 L) |~ ~
Syslogit RS R IPHL Sysloght SRS PRI (V4 | V6 )
Syslogit SRS EUOPIL 514 ~ oA
L=l

9. OmniVista: EZE UPAM ENEIRFI B %I IFHRER

#iE BMHWIERERE CRERB TS MIIEEIEENEMSER, MIZARBIRYE SSID si3ZHAl NAS IP &
FHRBHIIDERILERGERERE,

EOESMINEHER, ¥\ “UPAM->Authentication (5p3GiE) ->Authentication Strategy (SI0IEH
B&) ”, mi“+”. £ UPAM REBEUEEN S H MR R B FFTR. BRIARNIADABEESXH (ARP) 2
ERMIRENRIETAE. SR AP ARERME VIEEAENENBNAR,

xRS MIIERE 2R, DISLIBRINDEABRESN M. b, DACIBMEREXIhOARERE
XAEFRGEBRESEIZZIRAA AP H, KIERAERRXESRE,

8: SMIIERES

m #HOme & a0 = 4 7Hp WMVideos @ADOUT @ Logour

NETWORK~  CONFIGURATION - UNIFIED ACCESS~  SECURITY~  ADMINISTRATION-  UPAM -

# Home UPAM Authentication Authentication Strategy

Authentication Strategy

&

Edit Authentication Strategy

[1naicates 3 requrec S

*Strategy Name

Authentication Source None ® Local Database () External LDAP/AD External Radius
Network Enforcement Policy
Default Access Role Profile 10T_Default -

B Default Policy List

Other Attributes

Atribute value
Select
WEB Redirection Enforcement Policy
web Authentication @ None ) Guest ) Employee _ Guest and Employee

cancel

[z FAi5 AR
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BOIE—RIZAEREE, ¥ “UPAM->Authentication (B1{pI0IF) ->Access Policy (EANZREE) 7, =i+
FENERIEET SSID (ARBIARFRR) . NAS IP, (UBHEMH, 415{163‘@41?5@Z?H%EEU%HU@JLE’]EA’D\LlEﬁ
i

9: AR

# Home & admin = e ? Help M Videos @ About = Logout
Alcatel-Lucent @

Enterprise NETWORK~  CONFIGURATION-  UNIFIED ACCESS~  SECURITY~  ADMINISTRATION~  UPAM~-  WLAN =~

# Home UPAM Authentication Access Policy

Access Policy )

Edit Access Policy

(7 indicates a required field

"Policy Name
L priority | 4 [
b *Mapping Condition @ Basic Attribute O Advanced Attribute
Attribute Operator Value
SSID - Equals - loT - +
"Authentication Strategy {013 -

Cancel

10. OmniVista: E2& UPAM, JEIMERZ B EICTET wu PAN Bf X%

B “UPAM->Settings (1%E&) ->External Log Server (FMEHERSER) 7. BREBTIEERAEZFER NGO
(514) WAL HEICR, WA, MAEMRABSICERSEN IPiiﬂthjZ$7FfL% (A1) .

& 10: SMPRZGHEICR

#Home &admin = 4 ?Help WMVideos @About @ Logout
Alcatel-Lucent @

Enterprise NETWORK~  CONFIGURATION -  UNIFIED ACCESS~  SECURITY -  ADMINISTRATION~  UPAM~  WLAN~

# Home UPAM Settings External Log Server

External Log Server @

() indicates a required field

*Send Log to External Server

“Server Type Syslog -
*Host Name/IP Address 10.0.0.1

Backup Host Name/IP Address

B *Port | 514 v oA

Test Connection Apply

SE: PAN BhASE 7@]‘%% HicFEENS B ImE, EENIE S 53 The server cannot connect (AR5528
ToEERE) THEHE, XEWHIIT N . EHRERIE UPAM MBS XIS 2 8] 2 & BT bA%EE UDP i 514,

[z FAi5 AR
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11. OmniVista: ECEFMNBIZASH IR EX 4

# N\ “Unified Access (i—1& ) ->Unified Profile (Fi—E & X) ->Templates (#&4%) ->Access Auth
Profile (IENBMHIIEEEXMH) 7, =E +". WERIEE XA UPAM AAA BRSBSEBREEXT, HIRBEZE
BCE MAC/802.1x IAIEIEIN, TEIFIRAEIE TR T MAC IAIE, {$A“10T_Default”fic B X4HENERIA pass-
alternate (ZNREIMEMS RIS AP A _EAME X ESXHATERER) . TlE, BENBEIFT
FEHIZIIRANA AP 4,

1 BASHRIERE XS

Default Settings No Auth/Failure/Alternate

AAA Server Profile UPAM Trust Tag Enable
Port-Bounce  Enable Access Classification Enable
MAC Auth  Enable Default Access Role Profile  10T_Default
802.1X Auth  Disable 802.1X Authentication
Customer Domain ID o 802.1X Pass Alt

By-pass Status  Disable

Failure Policy Default

MAC Authentication

MAC Pass Alt 10T_Defauit

MAC Allow EAP None

12. PAN: ERTERAIEXEERAF ID

£ PAN [AXERE, #A“Network (4£) ->Zones (Xi) *, EEEFSHBRBF ID N—PHZ MK, B
REEE, WHPIFR. RIEREEESS/HIER ACL,

12: ERpXEXEEABF ID

Name | lab | user 1dentification ACL

Type Layer3 2l W | Include List
.‘ Interfaces Select an address or address group or type in your own
address. Ex: 192.168.1.20 or 192.168.1.0/24

L] ethernet1/1

OAdd B

Users from these addresses/subnets will be identified.

M | Exclude List
f\(ld = Select an address or addre:
address. Ex: 192.168.1

s group or type in your own
4

20 or 192.168.1.0/2

Zone Protection Profile None b

Log Setting None Ml 0 o

[/ Enable User Identification Users from these addresses/subnets will not be identified.
EN

[z FAi5 AR
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13. PAN: #EiROEEEENH LS UDP AF ID RS HERIRINEE

EB}EQ(F‘E%@ H “Network (4%) ->Network Profiles (WEECE X4) ->Interface Management (#ENO
BIB) 7, RN ARE X, B “User-ID Syslog Listener UDP (B ID 245 A 0T IhAE UDP) ”
SIRHE, FH4F UPAM B9 IP HBLERINEIZIR, A0 NEIARTR. MEECESUHATN B TEEIN UPAM REIHTER
MEEEO.

E13: #mOEEREX MY

Interface Management Profile ®

Name Allow User_ID
Permitted Services

‘ Permitted IP Addresses

I pi

o ) 0.0.0.0/0

|| Telnet

[ ssH

[ wrre

|| HTTP OCSP

[} HrTPS

[ ] snmp

|_| Response Pages

[_] user-1D

[_] user-1D Syslog Listener-SSL

[/] User-ID Syslog Listener-UDP I

| Add @

Ex. IPv4 192.168.1.1 or 192.168.1.0/24 or IPv6 2001:db8:123:1::1 or
2001:db8:123:1::/64

EDE=

14. PAN: Jy UPAM HERIZ RS HERETEE X4

25 B BRI B SUEEEBIRS A EEIRE] OmniVista UPAM Z %5 Bl 2 R0 P 20l = . E@JL%HEEE%
X1, N “Device (i%%%) ->User Identification (FBF ID) 7, 7E£“ User Mapping (FBFBRET) "%IEH, =
i “Palo Alto Networks User ID Agent Setup (Palo Alto Networks FBF ID (RIFIRE) ~HMIAYSEH BT,

7% “Palo Alto Networks User ID Agent Setup (Palo Alto Networks FB/ ID RIBIRE) "&O T, =it “Syslog

Filters (RZTAGIFIER) "ERIIF, KRd“Add (&) 7.

14: FFBREY

alt
w palogslvcw?s Dashboard ACC Monitor Policies Network

Objects

@ Setup
Ehitigh Availability
ﬁ Config Audit

Terminal Services Agents | Group Mapping Settings | Captive Portal Settings

Palo Alto Networks User ID Agent Setup

R?-‘ Password Profiles
& administrators
b.ﬂdm\n Roles
£ authentication Profile
ﬁ' Authentication Sequence
EBluser 1dentification
EVM Information Sources
. l%Cerm’ncate Management
E Certificates
E‘ Certificate Profile
§%0CSsP Responder
&8 SSLJTLS Service Profile
[ scer
%Response Pages
Log Settings

Rz 5 HR

OmniVista UPAM 1 Palo Alto Networks FBF~ ID EEFEMW

Enable Security Log [/
Server Log Monitor Frequency (sec) 2
Enable Session
Server Session Read Frequency (sec) 10
Movell eDirectory Query Interval (sec) 30
Syslog Service Profile
Enable Probing
Probe Interval (min) 20
Enable User Identification Timeout |/
User Identification Timeout {(min) 45
Enable NTLM
NTLM Domain

Collector Name

#&3508 (ZTNA) th[E R B3R



& 15: RAHERILSR

Palo Alto Networks User 1D Agent Setup

M | Syslog Parse Profile Type User | P
[F] citrix Access Gateway v1.0.0 regex-identifier User ([a-2A-20-9\1+4) Nat_ip ([A-F0-8a-f:.] +) 4
[C] Aerohive AP v1.0.0 regex-identifier username ([a-2A-20-9\ ]4) ip ([AF0-9a-fi.]4)
[ Cisco ASA IPSec v1.0.0 regex-identifier (:User <([a-zA-20-9\ ] +)IP\s)|(?:Username = ([a-zA-Z0-9\ ]+4)) IP (2:<([A-F0-9a-f:.]+)Address\s) |(7:IP = ([A-F0-9a-f.]+)
[F]) Cisco AsA Any Connect v1.0.0 regex-identifier (:User <([a-2A-20-9\ 1 H)IP\S)|(2:Usemame = ([a2A-20-9\ 1+4) | TP (2:<([AF0-a-:.] )Address\s) (1P = ([AFO-Sa-:.]4) |
[T uniper SA Net Connect v1.0.0 regex-identifier NI s(la-24-205\14) P ([AF0Sa-F.]4) 1
[E' Juniper ICv1.0.0 regex-identifier user=([a-zA-20-9\14) sre=([AF0-9a-f.]14)
[E] Unix PAM Authentication regex-identifier password\sfor\s([a-zA-20-5\, _]+)\sfrom (109141, 3)\. [0-5){1, 33\, [0-9){1, 3}\. [0-9]{1,3)'s
[F]' Squid Web Proxy Authentication regex-identifier Vis(lazA-20-8\. 14 \.sé(»ﬂoe f1,3)\‘)(3} 0-5]{1,3})1(2: (7:[a2A-20-9){1,4}
V{1,201, 7 azA-20-9H{1, ) TCP

[E] SsH Authentication regex-identifier for\s([A-Za20_9]+) ([0-9341, 3\ [0-91{1, 31\, [0-9){1, 3}\. [0-91{1,3))'s
[F] BlueCoat Proxy SG Proxy Log regex-identifier [o»s]n I\ [0-91{1,30. [0-9{1, 31\ [0-91{1,3) (a2~ 0-9]¢1, 31\ }{3}{0-5] 1(2:(2:[a-zAZ0-91{1,4}

209\ 148\ glz)f fazAzan)\sazAzng\w 2
Add @

TEAE—TRAIBREIT R ﬁ,_\qﬂﬂﬁ%)ﬂ%ﬂum IP FEx, Z{E PAN [HIBETXLERF RN ARE, ©H7
A AXENAHIEET LIRS XERFNAFE, SEENERBRIIEE TR R, Y—J’ﬁﬁz%ﬁl‘tﬂ
AR, FRIRAEER MACINER, EANAP &/ RZIRER MAC it

BOEEENERSE, BIBREITHESR ID (BIUNP, ARP F“BE") , EEZNRBIFER. EXMIER
T, BhAEREEA B 85| UNP/ARP SIRENAE (fﬁlJilD“%,_\“") , TTHRENAENEIEESBIZ
P, XMERTENRRE, PAEEBEIEELRNArR, MEEERe. BEMRT PANBIAEZ
b, OmniVista UPAM IR LUEE RICK IR EMMARSS 28, XA TRLENENRS IP HlHAXEXRY

IPRAFE (NRFBEHTECLESE) . BEXRBKEZE OmniVista, PAN [5AIEF RS HERSEIZUIRE)E
b7

o

16: R4 HG@BTEREX—R RSt

Syslog Parse Profile

Syslog Parse Profile UPAM

Description
Type () Regex Identifier (®) Field Identifier

Event String "changeType":"Accounting”

Username Prefix "filterId":"

Username Delimiter "
Address Prefix "deviceIP":"

Address Delimiter "

Nz F3i%BA
OmniVista UPAM F] Palo Alto Networks FB/~ ID EIEEMZEIH(0) (ZTNA) /= A % BB 12



17: ARG BS@RTREX—REmRSt

Syslog Parse Profile

Syslog Parse Profile UPAM
Description
Type | Regex Identifier (®) Field Identifier
Event String "changeType":"Accounting”
Username Prefix "filterId":"
Username Delimiter "
Address Prefix "deviceIP":"

Address Delimiter "

15. PAN: ECERSIHEARSS 23 mIE

)\ “Device (iﬁaa) ->User Identification (FBF” ID) ->Server Monitoring (BRZ38eMa3%) 7, & “Add (&
m) 7. WMANBFR, 1EHE Syslog Sender (RHLHERIXE) "B, 1EE UPAM IP tthiif, 1%IFERLEI“UDP”
Uk =S EXNASGBEBENTGLSE. WRATEEREESE, WaANFRENBFPINFIR, X2k
& UPAM BB EH T B M IIIERNIER (ATIE) .

18: FF ID laizhRSS 8

User Identification Monitored Server
Name UPAM
Description
/| Enabled
Type Syslog Sender
Network Address  10.0.0.1
Connection Type (®) UDP () SSL

Filter UPAM

Default Domain Name “

EXBERPBRIEPESHRRNFMNE (FIE)

[z FAi5 AR
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16. PAN: fEfpKiEREEHZRAAF ID

# N\ “Policies (Z5HE) >Security () 7, CIZEEFIMARE. EF User (ABF) "&IF, EAME
REREAdd (RIN) 7. MRGREG BE@RITTHESREENREFiERS ID (BIAE) , NRFBRERME
SR, £ TEAfFH, I)ﬂi)ia% ID 2" iot_stb”, Hf1stb KXMNNIAK". FHEE, BEaAREFHNALE
BERNE, FEit, EREFNZERNEFH.

WRFBARGHTHENHIEREENRFA, R, UREERBTILE AP 2NECIRESMEMERP
BIARMAF A,

19: FF ID RE§

Security Policy Rule

General | Source Destination | Application | Service/URL Category | Actions

select hd any
[ | HIP Profiles

[ iot_stb

oAl B oAl B

17. PAN: I&FFAF ID BREY

FB P BREY AT A{E a5 S “show user ip-user-mapping all (ZRAFPHIEER IP BET) "i85d CLI #H/TIIE, 35
SEN TR, BEILEIERRINABF,E (SRFTNAe) BE5WNERE R, RE OmniVista A{ER T K
B,

20: 39IEFF ID RSy

admin@PAN-1> show user ip-user-mapping all

IP Vsys From uUser IdleTimeout(s) MaxTimeout(s)
192.168.200.10 vsysl GP patricio 2590970 2590970
10.213.5.52 vsysl SYSLOG 1iot_sth 2644 2644

18. PAN: ISFFF ID SRES

T IERS ISR 2R EMRINGIES, B3 ‘Monitor (153%) ->Logs (A7) ->Traffic (&) 7. RIE
EERBFILR, T FENTAS, “integration_test (SEMNR) " HBREHEEZE A I “iot_stb” PSR E
A9 ping,

[z FAi5 AR
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21: IEFF ID R

alo
i = > .
il p NETWORKS Dashboard ACC Monitor Policies Objects Network Device » o & @ Sae Q Search
@ Logs o soerRa
i T Session End
(1) Threat ReceiveTime  Type From Zone ToZone  Source Source User Destination por Ppplication Acion  Rule s Bytes.
[@ URL Filtering
3 WidFire Submissions ) 03/3112:40:31  drop lab internet 10.211.5.51 iot_stb 21658.198.196 0 ping drop policy-de 588 ~
R Data Fiering P om0 | aw b et | T0iziTei ) 2650198196 |0 | ping o T 58

19. 1%

$% OmniVista UPAM 5 PAN [ AESCREROS(EEMLETHE) (ZTNA) hENB AR, FJUEF TRE4ANT
SRAP . REURMIIMERNSZFENNE., XMEMRATFEEEEWSEZRKNAFRFTIREIE0, MME
W7 EREMIES), B TRERE., EERFIIZEER, EAFTICRTIRSINEESE 71858, IREJUE
WS ERF .. ARIIREIENFENSGE, BUEST I RIRIRFIBF2gAE, mMAUE IP Hbit,

www.al-enterprise.com/zh-cn fIl/RE45EA (Alcatel-Lucent) BB FRFIFIIRIIBIEET (Nokia) Fi, HIBINT ALE (£, BEEE ALE AI Ca tel ° LU ce n t
JET/ASMEANEMEHR, 751519 www.al-enterprise.com/zh-cn/legal/trademarks-copyright, FFBEtE RSN EFREHEZHM

o UEAMTRMEVERMNEEE, MARBITEA, ALE REMETASHIARIBA S AT E A R EERIZEE,. ©ALE International, ALE .
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